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THREAT TEMPLATE : UNAUTHORIZED ACCESS

AUTHOR

DATE

Human Risks

March 2021

THREAT TYPE

THREAT CATEGORY

Unauthorized Access

Espionage

THREAT DESCRIPTION
The threat of giving unauthorized entities access to confidential information is 
critical as this information can be exploited to endanger our employees and 
threaten the operation. 
This threat is included to cover all aspects of illegal information gathering from 
retrieving confidential information from dumpsters, deliberate information 
sharing, tapping/listening devices, hacking, social engineering, theft from 
offices/sites and surveillance. All aspects should be considered in close 
cooperation with IT- and Corporate Security.

THREAT RATING
Likelihood
X/5 RATING

It is publicly known that both state and non-state entities are trying and have 
succeeded in gathering information from companies and therefore it must be 
anticipated that there are entities with both the intention and capability to 
carry out information gathering operations as described in this threat's 
scenario.

Consequence
Human X/5 
Operations X/5 
Reputation X/5 

The consequence of losing information that could endanger the employees is 
potentially fatal and the risk of losing important information to the organization 
could threat and diminish the competitive situation, which is why the potential 
consequence could be assessed to be very high to catastrophic (4-5).

MITIGATING MEASURES
Countermeasures could include:
• Guidelines on physical and cyber security measures to take to ensure 

information security is maintained
• An Information Classification System policy to streamline the management of 

different types of information based on its criticality and confidentiality

1

mailto:info@humanrisks.com
http://www.humanrisks.com/
https://www.humanrisks.com/s/Human-Risks-Legal-Disclaimer-2019.pdf


Human Risks ApS
C.A. Olesens Gade 4, 9000 Aalborg | CVR 36955910 | e: info@humanrisks.com w: www.humanrisks.com

Information in this template is subject to our Legal Disclaimer

RATING 1 2 3 4 5

Likelihood Very Unlikely Unlikely Likely Most Likely Very Likely

No recorded 
incidents of 
the threat 
indicated, 
and the 
likelihood of its 
occurrence is 
extremely low

No or very few 
recorded 
incidents of 
the threat 
indicated, 
and the 
likelihood of its 
occurrence is 
extremely low

Multiple 
recorded 
incidents of 
the threat 
indicated, 
and it is likely 
to occur 
again in the 
future

Numerous 
recorded 
incidents of 
the threat 
indicated, 
and it will 
most likely 
occur again 
in the future

The threat 
indicated is 
recorded 
regularly. Its 
occurrence is 
very likely in the 
future

Consequence 
Human

Low Moderate High Very High Catastrophic

No / minor 
consequence 
on health

Minor / 
temporary 
effects on 
health

Moderate 
temporary 
injury

Severe injury 
with 
permanent 
effects

Fatal 
consequences

Consequence 
Operations

Low Moderate High Very High Catastrophic

No / minor 
economic / 
operational 
loss

Minor 
economic loss 
that can be 
restored

Some but 
manageable 
economic loss

Considerable 
economic 
loss that can 
be restored

Considerable 
economic loss 
that cannot be 
restored

Consequence 
Reputation

Low Moderate High Very High Catastrophic

No / minor 
reputational 
damage

Minor and 
manageable 
reputational 
damage

Moderate but 
manageable 
reputational 
damage

Severe loss of 
reputation 
that must be 
actively 
restored

Devastating loss 
of reputation. 
Permanent 
damage to trust 
and respect

THREAT EVALUATION GUIDE

RATING EVALUATION GUIDE
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T R E A T M E N T  T E M P L A T E : I N F O R M A T I O N  
C L A S S I F I C A T I O N  P O L I C Y

AUTHOR

DATE

Human Risks

March 2021

TREATMENT TYPE
Information Classification Policy

INTRODUCTION
The company is committed to managing and protecting information systems 
that can be applied globally and consistently to ensure the confidentiality, 
integrity and availability of the company’s information assets.

The loss of confidentiality, integrity and most importantly, availability of 
information in paper or electronic format is considered a critical security 
concern to the company. The company recognizes that confidential 
information may be of interest to business competitors, criminals or terrorist 
organizations. Such groups may attempt to access information by breaking 
into IT systems or by obtaining data or by infiltrating the company. Such an 
attack could critically disrupt business and damage the company’s 
reputation.

Nothing in this guide is intended to interfere with or reduce the technical 
measures designed to protect information generated, stored and transmitted 
electronically.  

It is a requirement of all staff that they do not disclose confidential 
information related to the company’s business or clients. Deliberate 
disclosure of such information to the media, a competitor or anyone not 
authorised to receive it will be treated as a serious breach of conduct, which 
may result in dismissal. The company’s information is classified in order to 
ensure that it receives the appropriate level of protection. Classification of 
information should be based upon legal requirements, sensitivity and how 
critical it is to the company. It is the responsibility of the owner of the 
information to determine its classification. The classification should consider 
the needs to share or restrict specific information.
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CLASSIFICATION SYSTEM
The company has a three-tier classification system.

All documents should be labelled as to their classification and treated 
under the parameters tied to that level of classification. 

It is important to distinguish between the company classification of 
information described above, and national security information, the 
handling of which is determined by national governments. Where 
the company is accorded access to such information it is to be handled 
strictly in accordance with national government requirements.

Contractors with access to sensitive information are required to sign and 
conform strictly to a confidentiality agreement formally binding them not 
to disclose confidential or sensitive information to which they have 
access by virtue of their engagement with the company.

All staff are similarly bound to not disclose confidential information by 
virtue of the Code of Conduct. 

TREATMENT TEMPLATE: INFORMATION CLASSIFICATION POLICY
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Classification Definition Handling

Confidential
Information that, if it fell outside of those with 
privileged access, would have a detrimental 
effect on the reputation or future viability

Must not be printed.

Must not be shared with anyone 
outside of the company

Must not be accessible on devices 
without 2-factor authorization.

Sensitive Information that is restricted to the company or a 
business partner

Sharing with business partner must 
be approved by VP-level and 
requires NDA with receiving party.

Physical copies must be locked in 
safe if not carried by person.

Must not be accessible on devices 
without 2-factor authorization.

Public Use Information of a non-sensitive nature which does 
not need to be classified
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T R E A T M E N T  T E M P L A T E : I N F O R M A T I O N  
S E C U R I T Y  G U I D E L I N E S

AUTHOR

DATE

Human Risks

March 2021

TREATMENT TYPE
Information Security Guidelines

1

INTRODUCTION
These general guidelines should be followed in all work environments 
where sensitive information is kept, including at employees' homes or
locations where they are remote working.

SHRED DOCUMENTS
Since the majority of information stolen is in a physical form, companies 
should shred all documents before they are discarded. A regular 
shredding process will prevent essential company information from being 
stolen from the company.

AVOID PRINTING PROPRIETARY INFORMATION
Do not print sensitive company information unless it is necessary. Then 
immediately place the information in a secure place or an envelope until 
it reaches the intended party. Information lying around on a desk may 
easily be copied, photographed, or stolen.

PHYSICAL SECURITY
Secure all necessary printed documents in a locked file cabinet. Keep 
the cabinets locked when not in use. This prevents employees or other 
parties from stealing or copying documents.

COPY–PROOF TECHNOLOGY
Companies should invest in technology that prevents documents with 
sensitive company information from being copied. Common solutions 
include programs such as Adobe Acrobat or Pagemaker, that allow 
watermarks to be added and documents to be password-enabled, or 
otherwise protect your documents from duplication.

IT SECURITY
All mitigation measures outlined in the IT Security policy should be 
followed to minimize cyber threats. The following minimum measures 
should be implemented as standard:
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• Install anti-malware on all computers. Make sure company policy 
requires anti-malware to be frequently updated, and to run full scans 
on computers

• Make sure operating systems and other software are patched when
possible, to close known vulnerabilities that malware might exploit

• Implement a full or limited white-list of programs allowed on company 
computers 

• Increase employee awareness to be vigilant of not downloading and 
installing software from suspicious third-party sources or emails

• Implement a company policy that restrict web browsing to trusted
work-related websites

• Take periodical backups of critical or sensitive data
• Using complex passwords (mixing lowercase and uppercase letters, 

numbers and symbols) with a minimum length of 10 characters
• Using different passwords for different accounts; for usability, the user 

can make or implement a secure password manager
• Implementing multiple-factor authentication (combination of a 

complex password and other identifier e.g., fingerprints, SMS-codes or 
RSA-tokens)

• Configuring a delayed response or account locking of the password-
protected system (delaying the server’s response time when 
credentials are entered and automatically locking the attacked 
account after a certain number of unsuccessful login attempts)

• Training of personnel to identify and discover the most common 
characteristics of social engineering (Phishing mails, Baiting, 
Scareware, Pretexting)

• Implement safeguard procedures that cross check the authenticity of 
an email if it requests certain actions of the recipient (e.g., urgent 
money transferring)

• Implement guidelines on correct behavior when browsing the Internet, 
according to corporate policies

• Implement multi-factor authentication that combine complex 
passwords with a second authentication tool (e.g., fingerprints, SMS-
codes or RSA-tokens)

• Keep anti-malware updated and frequently run full scans on 
computers

• Implement a DMARC-solution to verify the authenticity of an email 
sender

TREATMENT TEMPLATE: INFORMATION SECURITY GUIDELINES
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WHEN TRAVELLING

Certain areas of the world possess a greater threat in terms of corporate 
espionage than others. When assessing the threat, it might help to 
consider which states or organizations have an interest in corporate or 
personal sensitive information and/or the resources to perform 
espionage.
In certain regions it should be anticipated that devices such as mobile 
phones, tablets and PCs will be monitored. To avoid this consider 
bringing devices specifically for the purpose, knowing that all information 
transmitted is shared with 3rd party.
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