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THREAT TYPE

THREAT CATEGORY

Malware

Cyber Attack

THREAT DESCRIPTION
Malware is a broad term for malicious software on client devices, servers and 
systems, installed with the intent to manipulate, steal, disrupt, compromise or 
corrupt data. Malware is the collective name, but is also commonly known as 
Viruses, Trojans and ! orms. The main difference is that Worms have the ability 
to self-replicate and spread independently to other systems, whereas Viruses 
need the user to execute an action. The purpose of the Malware varies, but 
needs to be installed locally on the given system. 

Usually Malware is installed on systems by unaware users that download and 
execute infected files, or deliberately open infected files in emails. However, 
users can also be exposed through drive-by downloads while visiting malicious 
websites. Drive-by downloads take advantage of vulnerabilities in apps, 
operating systems or web browsers, which enables the malware to be installed 
automatically without interaction by the user.

THREAT SCENARIO

Malware is usually categorized according to its given purpose:

Adware (Advertising-supported software)
Adware presents advertisements to users in a certain frequency, or by certain 
user behavior. It is typically displayed in sudden popup-windows when 
browsing or working in other programs, and contains links to the 
manufacturer’s website or online store. Although relatively innocent, newer 
adware also tracks and steal data about behavior or personal data in order to 
tailor the advertisements to the specific user.

Ransomware
Ransomware effectively ‘locks’ certain data in a system - or the entire 
operational system itself - by encrypting files, thus making it inaccessible by the 
user. The user is then typically prompted to transfer a number of bitcoins to a 
specified account in order to retrieve the decryption key and unlock the data 
or system.
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Rootkit
A Rootkit is designed to covertly give a perpetrator remote access to the 
targeted computer. Through the Rootkit the perpetrator can execute 
other files, steal information, modify system configurations, etc. The goal 
is ultimately to gain control of the targeted computer, but without being 
detected, in contrast to Ransomware.

Spyware
Spyware collects information about the user’s activity without their 
knowledge. It can be used to learn about the behavior of a specific 
user, but also to steal account information, financial data, etc. by 
logging the user’s keystrokes.

THREAT RATING

Likelihood
(3/5 Likely)

Malware is popular by most perpetrators as it can be used to support 
their end goal, whether it is criminality, espionage, sabotage etc. Many 
websites on the dark web also increasingly sell complete malware kits to 
people with little technical knowledge. According to G2, more than 1 
million new variants of malware are discovered every year1.

With the exception of Ransomware, most Malware is designed to 
operate covertly without the knowledge of the user or the company’s IT-
security department. Thus, the number of undiscovered security 
breaches deem it difficult to estimate the exact prevalence of Malware.

However, in 2016-2017, the Ransomware called NotPetya was 
aggressively spreading through the Western world. It was allegedly 
developed for the conflict in Eastern Ukraine and targeted Windows 
computers, on which it encrypted files and rendered the machine 
useless. The Ransomware was a worm, programmed to rapidly replicate 
and spread itself to other computers once inside a corporate network. 

1  https://learn.g2.com/malware

MALWARE
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Consequence
Human 2/5 (LOW)

Operations 4/5 (VERY HIGH)

Reputation 4/5 (VERY HIGH)

Malware can be designed for various purposes, but ultimately allows full 
control of the targeted computer. Once installed it can corrupt critical 
data to shutdown business operations, or extract sensitive data (e.g. 
personal identifiable information (PII) and business intellectual property) 
to a third party. 

Even though no fatalities have been reported as a direct result of a 
cyberattack, incidents in the health care sector have shown that 
Malware can disrupt and delay ambulance and medical treatments.

In the collateral damage of the ransomware NotPetya, Maersk Line was 
heavily hit, causing disruption to the company’s entire shipping 
operation for more than two weeks resulting with a loss of revenue of 
around $250 million.

MITIGATING MEASURES
To prevent and discover malware, common best practices should be 
followed:
• Install anti-malware on all client computers. Make sure company 

policy requires anti-malware to be frequently updated, and run full 
scans on client-computers.

• Make sure operating systems and other software are patched when 
possible to close known vulnerabilities that Malware might exploit.

• Implement a full or limited white list of programs allowed on 
company computers.

• Increase employee awareness to be vigilant of not downloading 
and installing software from suspicious third-party sources or emails.

• Implement a company policy that restricts web browsing to trusted 
work related websites 

• Take periodical backups of critical or sensitive data.

MALWARE
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RATING 1 2 3 4 5

Likelihood Very Unlikely Unlikely Likely Most Likely Very Likely

No recorded 
incidents of 
the threat 
indicated, 
and the 
likelihood of its 
occurrence is 
extremely low

No or very few 
recorded 
incidents of 
the threat 
indicated, 
and the 
likelihood of its 
occurrence is 
extremely low

Multiple 
recorded 
incidents of 
the threat 
indicated, 
and it is likely 
to occur 
again in the 
future

Numerous 
recorded 
incidents of 
the threat 
indicated, 
and it will 
most likely 
occur again 
in the future

The threat 
indicated is 
recorded 
regularly. Its 
occurrence is 
very likely in the 
future

Consequence 
Human

Low Moderate High Very High Catastrophic

No / minor 
consequence 
on health

Minor / 
temporary 
effects on 
health

Moderate 
temporary 
injury

Severe injury 
with 
permanent 
effects

Fatal 
consequences

Consequence 
Operations

Low Moderate High Very High Catastrophic

No / minor 
economic / 
operational 
loss

Minor 
economic loss 
that can be 
restored

Some but 
manageable 
economic loss

Considerable 
economic 
loss that can 
be restored

Considerable 
economic loss 
that cannot be 
restored

Consequence 
Reputation

Low Moderate High Very High Catastrophic

No / minor 
reputational 
damage

Minor and 
manageable 
reputational 
damage

Moderate but 
manageable 
reputational 
damage

Severe loss of 
reputation 
that must be 
actively 
restored

Devastating loss 
of reputation. 
Permanent 
damage to trust 
and respect

THREAT EVALUATION GUIDE

RATING EVALUATION GUIDE
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