
THREAT TYPE 
Password Attack

THREAT CATEGORY 
Cyber

THREAT DESCRIPTION
A password attack is a technical way to obtain and misuse a legitimate  
password to gain unauthorized access to systems and user accounts. It is a  
relatively effective approach for a perpetrator to gather confidential or  
sensitive information, or use it to take part in a more advanced cyberattack.

THREAT SCENARIO

To obtain a password, the perpetrator can apply one, or several, of the  
following approaches:

Brute Force Attack
In a Brute Force Attack, the perpetrator enters several combinations of letters  
again and again to guess the username and password. This requires multiple  
attempts and is often automated via programs or bots (on infected 
computers now controlled by the perpetrator).

Dictionary Attack
The perpetrator can try guessing the correct password by systematically  
entering common words found in dictionaries. Users tend to use ordinary words  
for passwords, which makes dictionary attacks relatively effective.

Key Logger Attack
With a Key Logger Attack, the perpetrator captures the password by  
recording, or logging, the keystrokes entered by the unaware user. This is  
conducted with a program controlled by the perpetrator, which is installed on  
the victim’s computer.
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THREAT RATING
Likelihood
(3/5 LIKELY)
Password attacks, especially Brute Force Attacks and Dictionary Attacks, are 
often successful. Managing and remembering several passwords can  be 
difficult, which leads users to use the same simple and ordinary words as  
passwords for different accounts. Programs used in password attacks have  
increasingly become user-friendly and widely accessible, which makes these  
kinds of attacks very cost-effective and capable for perpetrators. Further, the 
level of sensitivity of the business information and the number of online user 
accounts in the organisation might affect a perpetrator’s motivation and 
increase the likelihood of an attack.

In 2016, Wordfence (the WordPress Security Team) gathered data of Brute  
Force Attacks against WordPress websites. In a 16 hour window, they  
recorded 6,611,909 attacks, a staggering rate of 114 attacks per second1.  
Taking into account that the research only included WordPress websites, the  
short time window and the three years that have passed since then, it  
demonstrates password attacks are a very popular approach for  
perpetrators.

Consequence
Human 1/5 (LOW)
Operations 4/5 (VERY HIGH)
Reputation 2/5 (MODERATE)
The password attack itself only affect due care by violating potential 
corporate policies. However, depending on the business operation, stolen 
passwords can result in severe consequences for the entire organisation. All 
types of user accounts can be compromised and can lead to loss of 
confidential business information or intellectual property. 

Gaining access to an account with high user privileges can also pivot the 
perpetrator into other networks or systems in the organization. If an 
organization’s facilities with OT-systems are remotely controlled via IT-systems, 
obtaining technicians’ user credentials could be misused to malfunction or 
disrupt the production. When assessing the consequence of a password 
attack, the security risk manager should especially consider the amount and 
level of business information accessible by available online user accounts.

1 https://www.wordfence.com/blog/2016/02/wordpress-password-security/
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MITIGATING MEASURES

To prevent a password attack, the most common mitigations that
should be considered are:

o Using complex passwords (mixing lowercase and uppercase 
letters,  numbers and symbols) with a minimum length of 10
characters.

o Using different passwords for different accounts For usability, the user 
can make or implement a secure password manager

o Implementing multiple-factor authentication (combination of a 
complex  password and other identifier e.g. fingerprints, SMS-codes or
RSA-tokens).

o Configuring a delayed response or account locking of the 
password- protected system (delaying the server’s response time 
when credentials  are entered and automatically locking the 
attacked account after a  number of unsuccessful login attempts).
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RATING 1 2 3 4 5

Likelihood Very Unlikely Unlikely Likely Most Likely Very Likely

No recorded 
incidents of 
the threat 
indicated, 
and the 
likelihood of its 
occurrence is 
extremely low

No or very few 
recorded 
incidents of 
the threat 
indicated, 
and the 
likelihood of its 
occurrence is 
extremely low

Multiple 
recorded 
incidents of 
the threat 
indicated, 
and it is likely 
to occur 
again in the 
future

Numerous 
recorded 
incidents of 
the threat 
indicated, 
and it will 
most likely 
occur again 
in the future

The threat 
indicated is 
recorded 
regularly. Its 
occurrence is 
very likely in the 
future

Consequence 
Human

Low Moderate High Very High Catastrophic

No / minor 
consequence 
on health

Minor / 
temporary 
effects on 
health

Moderate 
temporary 
injury

Severe injury 
with 
permanent 
effects

Fatal 
consequences

Consequence 
Operations

Low Moderate High Very High Catastrophic

No / minor 
economic / 
operational 
loss

Minor 
economic loss 
that can be 
restored

Some but 
manageable 
economic loss

Considerable 
economic 
loss that can 
be restored

Considerable 
economic loss 
that cannot be 
restored

Consequence 
Reputation

Low Moderate High Very High Catastrophic

No / minor 
reputational 
damage

Minor and 
manageable 
reputational 
damage

Moderate but 
manageable 
reputational 
damage

Severe loss of 
reputation 
that must be 
actively 
restored

Devastating loss 
of reputation. 
Permanent 
damage to trust 
and respect
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