
THREAT TYPE 
Social Engineering

THREAT CATEGORY 
Cyber

THREAT DESCRIPTION
“Social Engineering” is the use of psychological manipulation to make a 
person unintentionally give out sensitive information or perform a certain task. 
It is often referred to in cyber-attacks and is the most successful modus for 
perpetrators. However, social engineering does not necessarily refer to a 
technical approach, but rather the exploit of human curiosity, trust, urgency or 
fear. 

Threat Scenario

In cyber-attacks, social engineering is commonly a part in the following 
approaches:

Phishing / Spear Phishing
Phishing is used in emails where the perpetrator tailors an email or a SMS to 
look like a legitimate sender. The email links to illegitimate websites that 
prompt the recipient to enter its user credentials or to click on attached 
malware infected files – typically with a sense of urgency. 

In Spear Phishing, the perpetrator uses background information of a specific 
recipient to make the email even more authentic, e.g. by including related 
company information gathered in preparation of the attack.

Baiting
With Baiting, the perpetrator lures the victim through human curiosity, e.g. by 
physically leaving infected flash drives in areas where the targeted victim is 
often located (such as in the kitchen of the victim’s company, parking lots, 
etc.). Baiting can also happen while browsing legitimate websites, where 
enticing ads lure the user to click on a link, which leads to other malicious sites 
or installs malicious software.

Scareware
In contrast to Baiting, which is based on curiosity, Scareware is based on fear. 
When browsing compromised or malicious websites, the user can get a pop-up
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box with an alarm stating the computer is infected with arbitrary malware, and 
prompts the user to remove it via a link in the pop-up box. In reality, the alarm is 
false and the link instead installs a malicious tool on the computer or redirects 
the user to a malicious website.

Pretexting
In Pretexting, the perpetrator uses impersonation to build trust with the targeted 
victim to make them perform a certain task or to disclose certain information. 
The impersonation is based on figures of confidence e.g. police officers or IT 
service operators. The perpetrator might even pretend to be a client in distress 
by asking for help while a baby is crying in the background to make the victim 
sympathize and do what is requested. Pretexting can be used in written 
communication but is highly effective in telephone and voice calls, and 
especially face-to-face.

THREAT RATING
Likelihood
5/5 (VERY LIKELY)
Social Engineering is a very popular approach for perpetrators. It does not
require a high level of technical expertise to craft a Phishing email and send it 
to thousands of recipients. With regular Phishing, perpetrators are more 
interested in quantity rather than quality in the hope of deceiving just a few of 
the recipients. Thus, every employee of a company with an email is a possible 
attack vector.

Spear Phishing, Baiting and Scareware all require more preparation and 
technical know-how. However, as Crime-as-a-Service for these kinds of threats 
become more and more common, it is likely these attacks will increase as well.
According to a Valimail report, Phishing attacks are implicated in over 90% of all 
cyber security breaches1. Each day, around 3.4 billion fake emails, most of them 
Phishing, are sent globally.

Consequence
Human 1/5 (LOW)
Operations 4/5 (VERY HIGH)
Reputation 3/5 (HIGH)
Social engineering is used to reach an overall goal. Perpetrators might be 
interested in accessing personal account information (credentials), extorting 
victims to transfer money, install malware on the victim’s computer or influence 
a high-ranking employee to perform a certain task. Social engineering can be 
a platform to achieve this. The consequence relies heavily on the targeted 
victim’s access to company information and personal resilience. 

1 https://www.valimail.com/resources/email-fraud-landscape-q2-2019/

THREAT TEMPLATE: SOCIAL ENGINEERING

Human Risks ApS
C.A. Olesens Gade 4, 9000 Aalborg | CVR 36955910 | e: info@humanrisks.com w: www.humanrisks.com

Information in this template is subject to our Legal Disclaimer

mailto:info@humanrisks.com
http://www.humanrisks.com/
https://www.humanrisks.com/s/Human-Risks-Legal-Disclaimer-2019.pdf


3

The bulk of Phishing attacks by criminal actors are motivated by monetizing 
the victim (the right Spear Phishing attack can result in the loss of several 
million dollars for the company). However, it is important to bear in mind that 
many advanced persistent threats (state actors) also make heavy use of 
social engineering as part of their initial attack when conducting espionage 
or aiming to disrupt company operations.

The global NotPetya cyberattack in 2016, which disrupted Maersk 
operations and cost approx. $250 million dollars, was initiated with social 
engineering.

MITIGATING MEASURES
As social engineering is taking advantage of psychological vulnerabilities, 
the most effective mitigation is awareness and correct behavior by users, 
mixed with technical security measures. The security manager should 
consider the following:

o Training of personnel to identify and discover the most common 
characteristics of social engineering (Phishing mails, Baiting, 
Scareware, Pretexting)

o Implement safeguard procedures that cross check the authenticity of 
an email if it requests certain actions of the recipient (e.g. urgent 
money transferring)

o Implement guidelines on correct behavior when browsing the Internet, 
according to corporate policies

o Implement multi-factor authentication that combines a complex 
password with a second authentication tool (e.g. fingerprints, SMS-
codes or RSA-tokens)

o Keep anti-malware updated and frequently run full scans on client-
computers

o Implement a DMARC-solution to verify the authenticity of an email 
sender
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RATING 1 2 3 4 5

Likelihood Very Unlikely Unlikely Likely Most Likely Very Likely

No recorded 
incidents of 
the threat 
indicated, 
and the 
likelihood of its 
occurrence is 
extremely low

No or very few 
recorded 
incidents of 
the threat 
indicated, 
and the 
likelihood of its 
occurrence is 
extremely low

Multiple 
recorded 
incidents of 
the threat 
indicated, 
and it is likely 
to occur 
again in the 
future

Numerous 
recorded 
incidents of 
the threat 
indicated, 
and it will 
most likely 
occur again 
in the future

The threat 
indicated is 
recorded 
regularly. Its 
occurrence is 
very likely in the 
future

Consequence 
Human

Low Moderate High Very High Catastrophic

No / minor 
consequence 
on health

Minor / 
temporary 
effects on 
health

Moderate 
temporary 
injury

Severe injury 
with 
permanent 
effects

Fatal 
consequences

Consequence 
Operations

Low Moderate High Very High Catastrophic

No / minor 
economic / 
operational 
loss

Minor 
economic loss 
that can be 
restored

Some but 
manageable 
economic loss

Considerable 
economic 
loss that can 
be restored

Considerable 
economic loss 
that cannot be 
restored

Consequence 
Reputation

Low Moderate High Very High Catastrophic

No / minor 
reputational 
damage

Minor and 
manageable 
reputational 
damage

Moderate but 
manageable 
reputational 
damage

Severe loss of 
reputation 
that must be 
actively 
restored

Devastating loss 
of reputation. 
Permanent 
damage to trust 
and respect
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