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THREAT TEMPLATE : DEMONSTRAT IONS/MASS  V IOLENCE

AUTHOR

DATE

Human Risks

November 2020

THREAT TYPE

THREAT CATEGORY

Demonstrations / Mass Violence

Demonstrations & Unrest

THREAT DESCRIPTION
A demonstration / mass violence event is typically a scenario where the asset 
is be indirectly targeted by a demonstration and where activists could prevent 
employees and visitors from leaving or accessing the building. In a worst-
case situation or if the demonstration is directed against the organization, 
activists could gain access to our facilities and cause harm to employees and 
visitors.

THREAT RATING
Likelihood
X/5 RATING
Demonstrations are common / rare in the area and it is therefore assessed to 
be very unlikely / unlikely / likely / most likely / very likely that the facility will be 
either directly or indirectly targeted by demonstrations.

Consequence
Human X/5 
Operations X/5 
Reputation X/5 
If the facility is blocked and employees are not able to access or leave the 
premises the potential operational consequence is low / moderate / high / very 
high / catastrophic. But if the activists gain access to the facility the potential 
consequence is assessed to be low / moderate / high / very high / 
catastrophic.

MITIGATING MEASURES
Countermeasures could include:
• A “lock down procedure” that includes a procedure to warn employees on 

their way to work or offers alternative entrances/exits in close cooperation 
with local authorities.

• An "evacuation" procedure that would enable the entire facility to leave the 
building in a safe manner and warn any employees / visitors outside the 
facility.
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RATING 1 2 3 4 5

Likelihood Very Unlikely Unlikely Likely Most Likely Very Likely

No recorded 
incidents of 
the threat 
indicated, 
and the 
likelihood of its 
occurrence is 
extremely low

No or very few 
recorded 
incidents of 
the threat 
indicated, 
and the 
likelihood of its 
occurrence is 
extremely low

Multiple 
recorded 
incidents of 
the threat 
indicated, 
and it is likely 
to occur 
again in the 
future

Numerous 
recorded 
incidents of 
the threat 
indicated, 
and it will 
most likely 
occur again 
in the future

The threat 
indicated is 
recorded 
regularly. Its 
occurrence is 
very likely in the 
future

Consequence 
Human

Low Moderate High Very High Catastrophic

No / minor 
consequence 
on health

Minor / 
temporary 
effects on 
health

Moderate 
temporary 
injury

Severe injury 
with 
permanent 
effects

Fatal 
consequences

Consequence 
Operations

Low Moderate High Very High Catastrophic

No / minor 
economic / 
operational 
loss

Minor 
economic loss 
that can be 
restored

Some but 
manageable 
economic loss

Considerable 
economic 
loss that can 
be restored

Considerable 
economic loss 
that cannot be 
restored

Consequence 
Reputation

Low Moderate High Very High Catastrophic

No / minor 
reputational 
damage

Minor and 
manageable 
reputational 
damage

Moderate but 
manageable 
reputational 
damage

Severe loss of 
reputation 
that must be 
actively 
restored

Devastating loss 
of reputation. 
Permanent 
damage to trust 
and respect

THREAT EVALUATION GUIDE

RATING EVALUATION GUIDE
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T R E A T M E N T  T E M P L A T E : E V A C U A T I O N

AUTHOR

DATE

Human Risks

November 2020

TREATMENT TYPE
Emergency Evacuation SOP

PURPOSE
This document describes the general procedures to be carried out before, 
during and after emergency evacuation. It is the security manager’s 
responsibility to inform staff of and execute emergency evacuation. Several 
emergencies may require the evacuation of staff from a site. The security and 
safety of personnel form the key element of the evacuation plan, and efficient 
execution is dependent on detailed preparation. The success of an 
evacuation plan also depends on its flexibility: it should prepare for different 
scenarios, incorporate different phases of the evacuation and be practiced 
regularly.

WHEN IS EVACUATION THE RIGHT RESPONSE?
There are a great number of threats where evacuation is the proper response. 
In some cases, the decision to evacuate is almost always the correct response. 
In other cases, whether to evacuate or not is more difficult to decide. The 
evacuation plan must therefore remain flexible, as it covers a wide range of 
threats.

The below list covers threats where the preferred response is evacuation. It is 
important to note that other scenarios may also require the activation of 
evacuation procedures, and that evacuation is not always a possibility in the 
below scenarios:
• Fire
• Bomb threat
• Active shooter (Lockdown is also relevant)
• Terrorist attack (Lockdown is also relevant)
• Crowds gain access to facility (Lockdown is also relevant)
• Facility directly or indirectly targeted by demonstrators
• Facility attacked by small arms, VBIED or IED (Lockdown is also relevant)
• Some types of natural disasters depending on the construction of the 

building
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ORGANIZATION
• Define which roles/positions can initiate an evacuation and who can 

call it off again.
• Define roles/responsibilities in support of an evacuation

• Floor wardens
• Assembly area managers
• First aid responders
• Liaison officers

LOGISTICS
• Any considerations in terms of shelter/clothing, transport, 

food/water, clothing, hygiene/sanitation, internal and external 
communication.

• Consider that staff often do not have personal items on them when 
they are evacuated (keys to home, telephone, coats etc.) which will 
require coordination with family members incl. personal family-related 
responsibilities.

PREPARATION/RESPONSE
Each site should have an emergency evacuation plan based on its own 
risk assessment.

The security risk manager is required to ensure that all staff are familiar 
with most likely scenarios and emergency response SOPs and that they 
are trained on a regular (min. yearly) basis.

BEFORE THE INCIDENT

1. Establish designated roles and a clear chain of command
a) Define roles and responsibilities and identify who in the 

organisation can assume these roles (do not base the emergency 
preparedness on a few individuals as they might not be present to 
make decisions)

b) Ensure that each department/floor can staff the designated roles 
(i.e. floor wardens) to ensure a safe and swift evacuation and 
sweep of specific areas of the building.

2. Establish a response plan
Ensure that a detailed Action Card (checklist) is available, and their 
locations are described. These must be followed in case of an 
evacuation.

3. Establish a communication plan

TREATMENT TEMPLATE: EVACUATION
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4. How and when are the guidelines activated?
The security risk manager is responsible for defining who/which roles 
can activate an emergency evacuation and how. Make sure the plan 
does not solely depend on a few individuals.

When evacuation is necessary, employees and other visitors should be 
notified by an alarm. Decide on a way to alarm employees in case of 
other types of emergencies.

5. Physical Preparations
Decide how you will leave the facility and decide on a secure 
assembly point for evacuations. Every facility should provide 
employees with specific evacuation procedures (see Action Card), 
including evacuation routes and exits, so that employees can prepare 
themselves for emergency evacuation.

a) Designate a safe assembly place, it should:
i. Be easily identified
ii. Be in safe distance from the emergency site, but within 

walking distance. Consider one assembly point in case of 
fire and another in case of bomb threat, which should be 
further away from the site because of the the risk of debris, 
glass etc.

iii. Be spacious enough to accommodate all employees/ 
tenants/visitors as well as emergency response teams

iv. Not have any obstacles on the route from the emergency 
site to the assembly point

v. Not have potentially hazardous objects in the immediate 
surroundings of the assembly point

vi. The security risk manager should also decide on a 
secondary assembly point in case the main assembly point is 
inaccessible or blocked

vii. Provide the evacuees with relevant shelter aligned with the 
next step of the evacuation procedure. Think of climate, 
how and when to transport staff to another location / 
private homes.

b) Prepare a detailed overview of evacuation routes and exits
i. These should be shared with all employees and visitors
ii. Mark all hazardous areas to be avoided during evacuation 

(such as elevators)
iii. Mark emergency exits clearly

c) Keep an employee information register and a register for visitors

TREATMENT TEMPLATE: EVACUATION
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d) Prepare an emergency kit e.g.:
i. First aid kit
ii. Water
iii. Duct tape
iv. Plastic wrap

6. Threat awareness for employees
a) Make sure all employees and visitors have access to the 

emergency evacuation action card, evacuation routes and exits. 
These should be attached to the wall and shared with employees 
by mail or through the organization’s intranet/ file sharing system.

b) Make sure all employees have access to the relevant action 
cards for the above listed threat

c) Conduct regular emergency drills (preferably every 3 months). 
These drills should be used to test the level of preparedness and 
the success of evacuation to improve procedure for actual 
emergencies.

i. Drills should focus on different scenarios to prepare 
employees for the most likely emergencies based on industry 
and country

DURING THE INCIDENT: (only if it applies)
These tasks must be carried out during the incident.

q Declare an emergency

q Activate evacuation procedures (sound the alarm and initiate this 
plan)

q Notify personnel/visitors of the emergency (if multiple assembly points 
are prepared either evacuate to one primary as standard response or 
be able to communicate to which point staff must go to)

q Notify the proper authorities of the emergency

q Shut down special operations if required

q Evacuate and sweep the building through emergency exits

q Report to assembly point

q Initiate first aid

q Ensure the building is empty by checking employee and visitor register 
at assembly point and cooperate with responsible employees in each 
department

TREATMENT TEMPLATE: EVACUATION
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q Consider if the assembly point is safe (if not, move to pre-established 
alternative assembly area)

q Consider the time perspective and logistical elements (see “Logistics”)

AFTER THE INCIDENT
These tasks must be performed after the incident

1. Communicate to the staff

2. Liaison with local authorities, press and internal stakeholders

3. Review procedures, identify and implement improvements

4. Provide post-incident support to employees (e.g. counselling)

ACTION CARD(S)
There is one (1) action card prepared for this SOP titled “Evacuation 
Action Card”.

TREATMENT TEMPLATE: EVACUATION
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EVACUATION ACTION CARD
Enact evacuation procedure if notified by alarm or the security 
manager.

BEST PRACTICE
• Learn the location of the two closest emergency exits

• Learn the company’s plan for evacuation routes and exits

• Avoid elevators during fire and earthquakes

EMERGENCY CONTACTS
List relevant phone numbers, radio channels etc. 

EVACUATION ACTION CARD

ALARM • Alert anyone at your location of the situation
• In case of fire, activate the fire-alarm

REACT • Proceed quickly to the closest exit, leave your 
belongings behind

• Follow emergency evacuation signs to assembly 
point

• Proceed calmly to the nominated assembly point

RESPOND • Assist people in immediate danger if safe to do so
• Shut down equipment that may become a hazard
• Follow instructions of security personnel and 

authorities

ALERT • Call emergency authorities when you are safe

TREATMENT TEMPLATE: EVACUATION
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T R E A T M E N T  T E M P L A T E : E M E R G E N C Y  L O C K D O W N

AUTHOR

DATE

Human Risks

November 2020

TREATMENT TYPE
Emergency Lockdown SOP

PURPOSE
This document describes the general procedures to be carried out before, 
during and after an emergency lockdown. It is the security manager’s 
responsibility to inform the staff and execute emergency lockdown. In certain 
situations, evacuation can be more dangerous than staying in the building 
and lockdown should be initiated.

If lockdown is initiated due to a human threat, the purpose of the lockdown is 
to prevent intruders from entering specific areas of a building and inflicting 
further harm.

If the threat is environmental, the aim of the lockdown is predominantly to 
shelter people within the building from an external hazard.

The security and safety of personnel form the key element of the SOP, and 
efficient execution is dependent on detailed preparation. The success of the 
lockdown plan also depends on its flexibility; it should prepare for different 
scenarios, incorporate different lockdown procedures and be practiced 
regularly.

WHEN IS LOCKDOWN THE RIGHT RESPONSE?
In some emergencies it is considered more dangerous to evacuate than to 
stay in the building, thus a lockdown should be initiated. Lockdown means the 
restriction of access put into operation as a security measure. This can include 
either the restriction of entry, exit or all access to the specific building.

A lockdown is often distinguished from a “shelter in place” situation, with 
lockdown being a response to a human threat and the latter to an 
environmental threat. These operations require somewhat different responses, 
which are both covered in the below procedures. Lockdown in this document 
is used to describe both conventional lockdown operations and shelter in 
place. 
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These are commonly initiated as a response to the following threats if 
evacuation is not possible:

• Active shooter or other violent intruder
• Civil unrest, demonstrations, mass violence
• Chemical, nuclear or biological threat

• Facility directly or indirectly targeted by demonstrators
• Facility attacked by small arms, VBIED or IED

• Environmental threats (extreme weather, earthquakes, hurricanes, 
wildfire)

ORGANIZATION
• Who plays what role and has which responsibilities e.g. floor caretaker, 

assembly point manager.
• Decision making: who can take which decisions e.g. enforcing the 

lockdown and lifting the requirements of the lockdown again.

LOGISTICS
• What physical resources are necessary depends on the expected 

(worst case) time an incident can last, which will depend on a specific 
risk assessment.

• Any considerations in terms of shelter/clothing, transport, food/water, 
hygiene/sanitation and communications internally and externally.

PREPARATION/RESPONSE
Investigate which type of disasters are most common to the area where 
the business is located and prepare incident responses for the most 
likely and most dangerous scenarios. Stay updated on the Human Risks 
platform to see current incidents in your area and learn the SOPs 
relevant for the above listed threats. It is the responsibility of the security 
risk manager to prepare emergency lockdown plans that are adapted 
to the local environment and to know which circumstances are 
associated with the specific business environment.

BEFORE THE INCIDENT
1. Establish designated roles and a clear chain of command

a) Define roles and responsibilities and identify who in the 
organisation can assume these roles (do not base the emergency 
preparedness on a few individuals as they might not be present to 
make decisions)

TREATMENT TEMPLATE: EMERGENCY LOCKDOWN
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b) Ensure that each department/floor can fill the designated roles 
(i.e. floor wardens) to ensure a safe and swift lockdown.

1. Establish a response plan
Create a detailed checklist based on the concrete steps under the 
“During Incident” section and adapt it to the specific location. Ensure 
that a detailed Action Card (checklist) is available, and their locations 
are known to all employees. These must be followed in case of a 
lockdown.

2. Establish a communication plan
Determine how the lockdown will be communicated to all staff. 
Examples of possible approaches:

a) If decision making is centralized, it makes it easier to implement a 
mass communication tool and alert all employees via text 
messages, siren or other sound alarm.

b) If decision making is de-centralized the rule of shouting an 
activation word like “Lockdown” could ensure a rapid initiation of 
the procedure.

c) Define how employees can notify someone centrally in the 
organization that could activate the alarm options mentioned in 
point a).

d) Relevant telephone numbers to alert local authorities and key 
messages like “what” has happened, “where” did it happen, 
“how” many injured, “how” to communicate with you and 
“where” exactly are you located (room number, floor & area of 
building etc.

3. How and when are the guidelines activated?
A lockdown is initiated either because of an external or an internal 
threat, and activation procedures vary accordingly. 

The security risk manager is responsible for defining who/which roles 
can activate an emergency evacuation and how. Make sure the 
plan does not solely depend on a few individuals.

When lockdown is necessary, employees and other visitors should be 
notified by an alarm. Decide on a way to alarm employees in case of 
other types of emergencies.

If the threat is external it will normally be announced by the authorities 
and their advice should be followed. If a threat is detected that is not 
announced by authorities, the lockdown should be initiated internally 
and contact the proper authorities.
a) If the threat is internal (e.g. active shooter) the decision to initiate 

the lockdown procedure is made according to the “During 
Incident” section. 

TREATMENT TEMPLATE: EMERGENCY LOCKDOWN
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b) A designated alarm method should be decided on prior to 
emergency lockdown and made known to employees.

5. Physical Preparations
a) Designate a room (or several rooms or area) to assemble during 

lockdown. The room(s)/area should:
i. Be located internally, preferably without windows and few 

doors
ii. Be fitted with an emergency kit
iii. Be fitted with a phone/internet connection/a radio/TV for 

receiving news
iv. Have sufficient space for everyone to sit down

b) Prepare a map of doors to be locked during lockdown, how 
these doors are locked (access control/ manually) and who is 
responsible for locking them during an emergency

c) Keep an employee information register and a register for visitors
d) Prepare an emergency kit, including

i. First aid kit
ii. Alternative lighting (flashlights, headlights etc.)
iii. Batteries / emergency power
iv. Food and bottled water
v. Duct tape
vi. Plastic wrap

6. Threat awareness for employees
a) Make sure all employees and visitors have access to the 

emergency lockdown action card. These should be hung on the 
wall or shared with employees by mail or through the 
organization’s intranet/ file sharing system.

b) Conduct regular emergency drills (preferably every 6 months). 
These drills should be used to test the level of preparedness and 
the success of lockdown to improve procedure for actual 
emergencies.

DURING THE INCIDENT: (only if it applies)
These tasks must be carried out during the incident:

q Declare a lockdown-emergency

q Activate lockdown procedures by announcing to personnel/visitors 
that a lockdown is being initiated and request that they stay inside

q Notify personnel/visitors that are expected to arrive at the site not to 
come

TREATMENT TEMPLATE: EMERGENCY LOCKDOWN
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q Close all doors and windows, and shut down air-handling systems (fans, 
air-condition, ventilation)

q Direct staff and visitors to the designated lockdown rooms

q Do a count of all staff – note who is and who is not accounted for, 
including their location, status, nature of injury

q Shut down special operations if required
q In case of air-contamination, seal windows and doors with clingfilm 

and duct tape

q If the threat is local and not announced by the authorities, notify the 
proper authorities of the emergency

q Notify (warn) any staff who could be on their way to the site

q Notify the global security manager

q Monitor media for updates on the situation

AFTER THE INCIDENT
1. Repeat safety checks

2. Report to global security manager

3. Review procedures and identify improvements

4. Provide post-incident support to employees (e.g. counselling, flexible 
working hours)

ACTION CARD(S)
There is one (1) action card prepared for this SOP titled “Lockdown 
Action Card”.

TREATMENT TEMPLATE: EMERGENCY LOCKDOWN
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LOCKDOWN ACTION CARD
Lockdown means the restriction of access to a building put into operation 
as a security measure.

BEST PRACTICE
• Learn the location of your building’s lockdown room

• Familiarise yourself with this document and ask your security risk 
manager if you have any questions regarding lockdown procedures

EMERGENCY CONTACTS
List relevant phone number, radio channels etc. 

LOCKDOWN ACTION CARD

ALARM • Alert anyone at your location of the situation
• Alert anyone who could be on their way to the office 

/ site

REACT • If you are outside, move inside as quickly as possible
• When you are inside move to the lockdown room / 

designated area

RESPOND • Lock all doors and windows
• Turn off all ventilation systems (fans, air conditioning 

etc.) in case of external contamination
• Keep updated on the news to monitor the situation
• Keep a phone, but only use it if it is an emergency
• Do not drink water from the sink, drink bottled water
• If the threat is contamination, seal all doors and 

windows with duct tape and cling film

TREATMENT TEMPLATE: EMERGENCY LOCKDOWN
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